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3.1 @A M4 (BON)

e 22 T 0 2% (Boya Open testing Network, BON) 2 5T FPfEBE X Hte-f- S M g i X B 2%, e
DXPEERERLF- 5 F0E AL I K, AR IRAY iy W 20K BB BRI [l 49, I HLDABR BRSO JRALIZ 7S,
W2 X A ARG AT R R BE G LaATIRET, ARAFF AT A N BT nT DALE DX BRI 2% 1858 4 e 2 sl A
K2y, AR HEERE DA By s A B VTR 2 AR A TR«

BON [ 2 (I AT HYFH 58 AR A AKYS EVM I RE & 20 TEREE, K DAL (dApp) BIRY T &7 T2
LR KRR RS, B 2ol i KR4 1y 5, AT AYE BON W45 E i & 24 MOHAR A i 41, vl
DA JE DX BRAE /M Al B 55 AT S35 B IR Y T 7oK
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TP REREE, fRifCI dApp YTT R TR, FT3E & 1 dApp EA.

BON R Al 4 iy IR IR 5 58, TEORFR R h DA A Ve S A S S A vl 7 bk, sl F it 5 3t
W, U2 A AU R AT IR, bt Ty RO R O PEHRIR 2, i nT b T 5 feg (it
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BON [ £ HAT S (22 A PERI A I, ERIC In 28 AHA IR H R ) I 2808 T B R B R I 28 22 i, W6 48
il B ARG S B L ESHN Aok, i35 A YAPE BALPATIAG, BETReL . RSmE. 25
WL S 22 FOR PR R 2 MR AL R aliad SRk R AR % 42 Jm Y Reglang B RE & 294 5 &
AR, PRIEE BB LR 2. IREIERPEAI AT # T HE.
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TR, FRIT AR PR R SS .

3.1.1 MEHE

PAFVF T ] DA BaaS iR 5515 (https://bonbaas.com) #5724 1 I 45 3% 1 Db S HPHY Ra IR

3.1.2 XIRBEEIZE

ISR PAIE L https:/bonexplo.io X BEEN Y #2r F K HE P Al & 2R3 .
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3.3 F&—4 YAPE R

By IR S5 1) Tdentity 524

// SPDX-License—-Identifier: GPL-3.0

pragma solidity >=0.7.0 <0.9.0;

import "@openzeppelin/contracts/access/Ownable.sol";

contract Identity is Ownable {

struct User{
uint256 s;
uint256 r;
int n;
string proofl;
string proof2;
uint256 register_status;//0:not registered, 1:deleted, 2:in
uint256 register_time;
uint256 approval_num;

mapping (address => bool) approval_from_committee;

A
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struct CA{
address addr;
uint256 pubkey_x;
uint256 pubkey_v;

//struct for user_info
struct sub_TInfo{
address addr;
uint256 tx_hash;
string[] sec_list;
mapping (address => bool) approval_ from_committee;

string info;

CA public ca;

mapping (address => User) public users;

mapping (address => bool) public user_list;//the list for users in status: 1,2

mapping (address => bool) public committee;

uint256 public min_approval_num = 2;

uint256 apply reveal num = 0;

mapping (uint256 => sub_Info) public user_info;

uint256[] public root_list;

event reveal (uint256 apply_id);

function set ca(address ca_addr, uint256 pubkey x, uint256 pubkey_ v) public.

—onlyOwner {
ca.addr = ca_addr;
ca.pubkey_x = pubkey_x;
ca.pubkey_y = pubkey_y;

function add _committee (address addr) public onlyOwner {

committee[addr] = true;

function remove_ committee (address addr) public onlyOwner {

committee[addr] = false;

10
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function set_num(uint256 n) public onlyOwner {

min_approval_num = n;

function update_root (uint256 root) public onlyOwner {

root_list.push(root);

function register (uint256 s, uint256 r, int n, string calldata proofl, string.
—calldata proof2) public{

User storage u = users[msg.sender];

u.s = s;
u.r = r;
u.n = n;
u.proofl = proofl;

ot
o)
]
o
o
'—h
N
|

= proof2;

function approve_ register (address addr) public{
require (committee [msg.sender], "Only member of committee can call this");
require (!users[addr] .approval_from_committee[msg.sender], "Each member of.

—committee can only approve of each user_register once.");

users[addr] .approval_num += 1;

users[addr] .approval_from_committee[msg.sender] = true;

if (users[addr].approval_num >= min_approval_num) {
users[addr] .register_status = 2;
users[addr].register_time = block.timestamp;

user_list[addr] = true;

function check (address addr) public view returns (uint) {
if (luser_list[addr]){

return 0;

}

else if (users[addr].register_status == 2){
return users|[addr].register_time;

}

else{

return 1;

EET D)
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function apply_reveal (address addr, uint256 tx_hash) public returns (uint) {
apply_reveal_num += 1;
sub_Info storage si = user_infolapply_reveal_num];
si.addr = addr;
si.tx_hash = tx_hash;
return apply_reveal_num;
;
function agree reveal (uint256 apply id, string calldata sec) public{
require (committee [msg.sender], "Only member of committee can call this");
require (!user_infolapply_id].approval_from_ committee[msg.sender], "Each.
—member of committee can only approve of each user_info once.");
user_infolapply_id].sec_list.push(sec);
user_info[apply_id] .approval_from committee[msg.sender] = true;
if (user_infolapply_id].sec_list.length >= min_approval_num) {
emit reveal (apply_id);
}
}
function do_reveal (uint256 apply_id, string calldata info) public{
require (msg.sender == ca.addr, "Only CA can call this.");
user_infolapply_id].info = info;
}
i
TFTFEATEE T B Oy PR 55 S A By Bk 11
o YEMF user #idik: 0x78731D3Ca6bb7E34aC0F824c42a7cC18A495¢cabaB, YEA[E]: 1648530833,
o RYEMF user Hidik: 0x617F2E2fD72FD9D5503197092aC168c91465E7(2 .,
Identity_test &4 :
// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.0 <0.9.0;
contract Identity_ test{
(BT )
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- = 0x78731D3Ca6b7E34aC0F824c42a7cC18A495cabaB;
Ox617F2E2fD72FD9D5503197092aC168c91465E7f2;

address re

address unregistered_user
function test (address Identity_contract_addr) public returns (uint256, uint256) {
bytes memory bytes_result_registered_user)
registered_user));

= Identity_

sl,

(bool succ
—contract_addr.call (abi.encodeWithSignature ("check (address)",
require (successl, "failed");

bytes memory bytes_result_unregistered_user)
unregistered_user));

(bool success2, = Identity_

—contract_addr.call (abi.encodeWithSignature ("check (address) ",

require (success2, "failed");

uint256 result registered user = bytesToUint (bytes_result_registered_user);
= bytesToUint (bytes_result_unregistered_

uint256 result_unregistered_user

—user) ;

return (result_registered_user, result_unregistered_user);

function bytesToUint (bytes memory b) public pure returns (uint256) {

uint256 number;
for(uint i = 0; i < b.length; i++){

number = number + uint8(b[i])* (2** (8% (b.length -

(1 + 1))));

}

return number;

decoded output

* ¥R Identity_test &2, H-Ud H test BREL, 1531 3% [l 45
o R EEERE P pR RS — 2

3.3. F#%— " YAPE H
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3.4 HLIRIEHE Fin (Yallet)

Yallet /2 FHEGERY 0 BT A0 120 o, T ZAE A AR s 1) KBRS P om A o P JE 5 ST Y
TFEFT , U 2EE Web 3G &% i 22— Yallet S, sl DAT7 (# 04 B X gk o AIAL ST, o Hadiad Yallet
B AR 25 KK 5 MBS . i Yallet 4R A1) Web SIS E%, PRI DA ) AR 1) 25
DT IR SS FEA BRI 55, RIS R eR =05 I & 2 LAB i (DApp).

Yallet B 60J8 T42 75 M& P, AUORAET A KBk 5 SANFAGHEE , AR P iR K, AT
BAEA M A3 X b 475 SO AR R B R, X P v BRI 25 (A SR ARG . Yallet 4 715
VE R Y s P iy g L A e — A Y A BB R IR AL G U R X HBE, Yallet 2560 BRIA L &R A AERE
TrHY X HesE 4T SR % (https://bon-mainnet.boyanet.io/api) , I F ] DA B ATHE AR H RS- 50N Yallet 3243
RPC iR % .

Yallet =278 [ AN P55, AR RRAPERN 22t EART A1y ni Bk, Q2R 7 7 B S B g
WX REERSZ ., PR A P 471 R i o

b

3.41 THRIRE

Yallet 4 {ifift 4~ (X 5§ Google Chrome b3, H I VAL PAH 77 AE Chrome Vi 2% Yallet i fF

T Chrome i35 %%%, #£ Chrome Web Store 4t % Yallet, 41T & PA$RE Yallet fiff:, hih2ed
e LR G, A PATEN VR T HAEF Yallet E45

113 Chrome i {1137 R BEWS 204 2 il LAY Yallet 104, WIPRTGEELRERFE A B TF A U, 75
SO PAEE W R 8 Yallet SRR 2 T8 2%, HHE 0 Chrome MALFRUAS %G (T«

3.4.2 ThEESfE AR

LRI K BRBER o eftl, Yallet 2073 - SR ALAVE BTN BE . B XhAE. DM PIINAES
TN A 7 A4 Yallet () BAARE AR

3.5 HLITE2PREFin (boyanetool)

TEAE I A I 00 25 i 1] boyanetool iy 47 T, SRFSIXEREER 2% . 5 HARK Fsr p2p {5 (HIE . 2
BRIy P, WEMSE AL ES. LT AN golang IFH MY, FHEEHEN go IEFH HIF5IAT
.

boyanetool I . S, KPS, ST 40 (JavaSeript) VAKX H RSB M 441
e BT T O 4 S B T, FEA i QU SCPRI R A REMS TR 00 SC ey R X 3
TSGR . A TR KBB4 P K SRS PR B 5 AR S I B
AT, FA . SR S K boyanetool FTERA S, 3T javescript BRI APLE: L1k X
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PEET RHHTIEL, ERXHE R AR S A4 . B KRGS R B R DR 25 T A
TR AR AT .

TN boyanetool %%, AT GBI AT 5 . ZEQ Y SR E SO TP B E T 5E 1D, gaslimit, #1464
Bo4s, winl AREA TR0 T s

boyanetool init --datadir data genesis.json

SEMAIIRIE G, RO RAIIANES T o A T AR AR LS, AT ASE E B ahT . 7 st X
3R AL BT A AR,

boyanetool --datadir data --networkid 15 --gcmode full --bootnodes enode://
—6c213a1332c861e9b651c52£42da79b2efbc0b99b90101albclaec53afa6492a6df87494£e540702687£9
—142.139.142:0?discport=30301

R T BB SO AMEBER 5, FATATDASE E APL ML . S AT BARIIRE . SRR S5 1 7 sUA W - heep 71 ws.

boyanetool —--http ——-http.port 8545 —-http.addr 172.25.101.59 —--http.api debug,net,eth,
—shh, web3, txpool, personal ——ws —--ws.port 8546 —--ws.addr 172.25.101.59 --ws.api eth,

—net, web3, network, debug, txpool, personal

MR, AT, SEETER”, FMTAT DALY A0S Bl B e A TR

boyanetool --allow-insecure-unlock —-unlock.

—0x13b21840D8£f478b18aA337D5248a115Ce065E1AE —-password password —-mine

NTH 2 boyanetool F{TELNTE 5 B, -

NAME :

boyanetool - the boyanet command line interface

USAGE:
boyanetool [options] [command] [command options] [arguments...]
COMMANDS :
account Manage accounts
attach Start an interactive JavaScript environment.

— (connect to node)

console Start an interactive JavaScript environment
db Low level database operations
dump Dump a specific block from storage
dumpconfig Show configuration values
dumpgenesis Dumps genesis block JSON configuration to stdout
export Export blockchain into file
export-preimages Export the preimage database into an RLP stream
import Import a blockchain file
T

BRTENREFE (boyanetool) 15
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(% L0
import-preimages Import the preimage database from an RLP stream
init Bootstrap and initialize a new genesis block
js Execute the specified JavaScript files
license Display license information
removedb Remove blockchain and state databases
snapshot A set of commands based on the snapshot
version Print version numbers
wallet Manage presale wallets
help, h Shows a list of commands or help for one command

BOYANET OPTIONS:

——config value TOML configuration file

—-—datadir value Data directory for the databases and keystore

—--datadir.ancient value Data directory for ancient chain segments.

— (default = inside chaindata)

--datadir.minfreedisk wvalue Minimum free disk space in MB, once reached.
—triggers auto shut down (default = —--cache.gc converted to MB, 0 = disabled)

——keystore value Directory for the keystore (default = inside.
—~the datadir)

—-usb Enable monitoring and management of USB._
—hardware wallets

—-pcscdpath value Path to the smartcard daemon (pcscd) socket.
—file (default: "/run/pcscd/pcscd.comm™)

——networkid value Explicitly set network id (integer) (For.
—testnets: use --ropsten, —-rinkeby, —-—-goerli instead) (default: 1)

——-syncmode value Blockchain sync mode ("snap", "full" or "light
") (default: snap)

—-—exitwhensynced Exits after block synchronisation completes

—-—gcmode value Blockchain garbage collection mode ("full",
—"archive") (default: "full")

-—txlookuplimit value Number of recent blocks to maintain.
—transactions index for (default = about one year, 0 = entire chain) (default:._
—2350000)

——identity value Custom node name

——1lightkdf Reduce key-derivation RAM & CPU usage at some.
—expense of KDF strength
ACCOUNT OPTIONS:

——unlock wvalue Comma separated list of accounts to unlock

—-—password value Password file to use for non-interactive.
—password input

——-signer value External signer (url or path to ipc file)

T
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(CCANY)

——allow—-insecure—unlock Allow insecure account unlocking when account-
—related RPCs are exposed by http
APT AND CONSOLE OPTIONS:

—-—ipcdisable Disable the IPC-RPC server

——ipcpath value Filename for IPC socket/pipe within the datadir.
— (explicit paths escape it)

-—http Enable the HTTP-RPC server

—-http.addr value HTTP-RPC server listening interface (default:
—"localhost")

——http.port value HTTP-RPC server listening port (default: 8545)

——http.api value API's offered over the HTTP-RPC interface

——http.rpcprefix value HTTP path path prefix on which JSON-RPC is._
—served. Use '/' to serve on all paths.

——http.corsdomain value Comma separated list of domains from which to._
—accept cross origin requests (browser enforced)

——http.vhosts value Comma separated list of virtual hostnames from.
—which to accept requests (server enforced). Accepts '*' wildcard. (default:
—"localhost")

——WS Enable the WS-RPC server

——ws.addr value WS-RPC server listening interface (default:
—"localhost")

—--ws.port wvalue WS-RPC server listening port (default: 8546)

--ws.api value API's offered over the WS-RPC interface

--ws.rpcprefix value HTTP path prefix on which JSON-RPC is served..
—Use '/' to serve on all paths.

--ws.origins value Origins from which to accept websockets requests

——authrpc. jwtsecret value Path to a JWT secret to use for authenticated.
—RPC endpoints

——authrpc.addr value Listening address for authenticated APIs.

— (default: "localhost")

——authrpc.port value Listening port for authenticated APIs (default:.
—8551)

——authrpc.vhosts value Comma separated list of virtual hostnames from._
—which to accept requests (server enforced). Accepts '*' wildcard. (default:
—"localhost")

—-—graphgl Enable GraphQL on the HTTP-RPC server. Note.
—that GraphQL can only be started if an HTTP server is started as well.

—--graphgl.corsdomain value Comma separated list of domains from which to.
—accept cross origin requests (browser enforced)

—-—graphgl.vhosts value Comma separated list of virtual hostnames from.
—which to accept requests (server enforced). Accepts '*' wildcard. (default:
—"localhost")

T
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——rpc.allow-unprotected-txs

Allow for unprotected (non EIP155 signed).

—transactions to be submitted via RPC

-—jspath loadScript
N Yl)
—-—exec value

——preload value

—preload into the console

NETWORKING OPTIONS:
——bootnodes value
—bootstrap
——discovery.dns value
—disable DNS)
——port value
——maxpeers value
—disabled if set to 0)

——maxpendpeers value

— (defaults used if set to 0)

-—-nat wvalue

JavaScript root path for loadScript (default: ".

Execute JavaScript statement

Comma separated list of JavaScript files to.

Comma separated enode URLs for P2P discovery.

Sets DNS discovery entry points (use "" to.

Network listening port (default: 30303)

Maximum number of network peers (network.

(default: 50)

Maximum number of pending connection attempts.
(default: 0)

NAT port mapping mechanism.

— (any |none | upnp |pmp |extip:<IP>) (default: "any")

—-nodiscover

—peer addition)
—--v5disc

—Discovery) mechanism
—--netrestrict value

—networks (CIDR masks)
——nodekey value

——nodekeyhex value

MINER OPTIONS:

—-mine

—-miner.threads value
— (default: 0)

—-miner.notify value
—work packages

—-miner.notify.full
—work packages

—--miner.gasprice value
— (default: 1000000000)

—-miner.gaslimit value
—30000000)

—--miner.base value

—first account) (default:

Disables the peer discovery mechanism (manual.

Enables the experimental RLPx V5 (Topic.

Restricts network communication to the given IP.

P2P node key file

P2P node key as hex (for testing)

Enable mining

Number of CPU threads to use for mining.

Comma separated HTTP URL list to notify of new.

Notify with pending block headers instead of.

Minimum gas price for mining a transaction.

Target gas ceiling for mined blocks (default:_

Public address for block mining rewards (default =_

IIOH)

[y

18
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Block extra data set by the miner (default =

—--miner.extradata value

—client version)
—-miner.recommit value Time interval to recreate the block being mined.
— (default: 3s)
—--miner.noverify Disable remote sealing verification
MISC OPTIONS:

—-—help, -h

show help
3.6 FEFARATINR & ot
[=] i = [l
ERRRREEOE RARIP RS MR RS
ETTTT VAN o T =
SM2, SM3% ‘ m —_ - - 0 |
AL
BRIRIEA, [TRES. MSME, AR | | |
EREH S EEREAL i
ERE A RS DA LJ SHIHEE peyreaps
‘ BIERTAT SHEE
N IRE SR _ 3 S BSREET
FHLIER ASMESE BAGS ERSHRE SRS BRI
X ARERE S = GRS FIEER R EE
RIGEREENEM BN
BULMLHEL SRTIRER, WEHEERLHN BMATE 1,86 -
FEZEE Ff5Java/Go/PHPE LB O4E 3ZHIX86/ARM/
HHSHERIRIERA RISC-V%%*‘FEIZ@{ RISC
SEEBERE i
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3.7 E/FLLitE
3.8 EFAEAKRE

3.8.1 [RFAKIHAE R

B FA Bl PR di AR T4 42 J7 7157 (secure multiparty computation, MPC), k1 i A 7 B 53 8 i, 45
FIAS 5 TES BRI RS RN MG D, R BGOSR A e R A S 2 i 55
) i) 8. B LK A2 (Private Set Intersection ,PSI), @442 Jr i i) — NIRRT, 525 5300 FEA s Ao
BOME BB, BRI R BRI 4E . TEIX L, FMOE BIR 25 T 0 1 EE 52 42 LSNP AT ]
FE . ERERAGR SRR, PSIEARBAEER L, AREEAINE (ZHEZR). B RIE. it
7 BRI . XTRAASRAC ML T B S P AN DN T T T, WL AER S, FRFAR A MY
S J P MIREERE AL | Pk SR D R R B AR PSS NS 5828, BRALR A
M 5 B AL SR A S A6 1 e 21 H Rl 45 Fh 22 05 B AL SR A2 P . Meadows T8 % F1 F A Diffie
—Hellman 2557224 1) ek [ AR e 1 748 1 A4S PSTHMY. BJ5, H1 Huberman 45 A Meadows [ 7 22t
ToEEE A . DUNERRXTET Diffie-Hellman 2540241 PST VM) ) 2 AR 21 -

* A yﬁﬁﬁ?}é x_l,x_Z, ce,X_m, B ﬁﬁﬁﬂ% y_l’Y—z’ eLy_n

Us = (Hx)", (H(x))", .

© ATHHRIA T I E] U_A, I 43544 B

Us = (Hom)., (H))

o BRI A G2 U_B, I Kisgr A,

‘UAB = ((H(x1)a)ﬁy (H(xz)a)ﬁ,

o [ BXPCEN B U_A %153 U_AB, I Ak 45 A,

,AW@UEQU_BM%QU_BAUBA = ((H(Jﬁ)ﬁ)a, (H(yz)ﬁ)a, (H(y

* KU U_AB HI U_BA {9524, it P15 o 36 [ 54 O e -

o BRI T AR B N R WSO R (BT SR E) T ASCH U i i s, 52
PR, BN AT A2 R F B, IR 125 H O 1 o B (AT RGBT A
REBIE
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G T R PSTRFA R, — KRB RAR T BRI E AR o B TG L a2 it e
TR G HL S (garbled circuit, GC). N = AL 4 (oblivious transfer, OT). Fh# L= (secret sharing, SS).
[FEZ5I0% (homomorphic encryption, HE) 2835 AR4b, RNZ 2 hREHLEKEEKL (oblivious pseudo random function,
OPRF), A% &% W= >K{H (oblivious polynomial evaluation, OPE). 7fi[%id j&#% (Bloom filter, BF) Z54E
BICE R HARMN L, (15 PSI AR E] TR KA .

REF BTN G AL G SR MR IRABI ST, Bk TR GEMiTr PST L2 A, T th T =i PSIL
[#{H PSI( threshold PSI, TPSI). A-F-fff PSI(unbalanced PSI, UPSI) fl1Z 5 PSI #HA W A5 . HA =il
Wy PSLJEHHE = BOAR ) A SREAERE W A AT, oI55 ae A m T S RE I RIAE i A i, B i PSI
PRI T A LT B PST MR 20 S Bt i AR B 1 2 Fh o [BUMEL PST 4 21 S0 4R 11 B
BT oG TIIRMER, By A RS RAE A5, WA 54, FERIER A A\ B4
AR B0 T A 3L X005 1 2 SR AR i SR EL S R . P PST R AE e S B b ] —— AN B AR
ANER——, HFPIAILAELTMRRNES, ks A AT EET IR %4, E
THRERINAPAET, SORBETMTF RS ARG, (A PST M, ENTREE T AT
T SRR A MENE R R, & FEE TR BRI ST, WA 173
PSIHEIE. BAAAE A A4 H AR I i RO SR 2 R Ty B8, 2207 ) PST ST K 2 1Y
KRASIA], X AT RE 54577 2 8] AN R 3k G p) 0 £ 1 - B R i A AR A G . H iR T2 5 B Y PSI
HFSCRZ R 2 R 1) B FN S8 S5 D RUT 2 I P RS, (B R il ok T AR e
W TR 2) BA——BRAR M A 45 G A — T (MR E T7) Ml 5 AN A 2 SUBO T H B A
RN HAET, PSSR T EHFTTr 0 EBAE 4 DT — 2B BRI iR 2%
WZMZ5Tr; =il PSI s 2 S S 40 05 82 SR i I 37 Sty A il fo
WS 5T E AR R DU T 0 A T R AT HE— P O A B 502 S e DRI B T 0%,
FA T [e) RSO ) i PST M, 4R TH B = P I R

3.9 FT0iRIEHA

THPUENE R A —F %, HPm—r 2507 GEE) ATeAm S —75 (BHEE ) IEE—elrh B (6
AR R R AR, TR C T MBI E” DAMERER . EEEEH T, —A4
FRERAGUEI T SR LR A TTINA BOAE, DRMORE R e AN MR AT AR S TR £ S 9 TR] e S BRI R o

HHTEA AL SO HA B X TRA MR $PS A $y$, IERIF A $x$ (4T $P(x)=y$.
UERTE RN $x$ THRE M —HEdE (IERY) FFACRIRUEE Bl ARE L IR S SERC A S A sl 4 i
MREE XA (lHE A%, MIIEFHIF I E IS $x$ 5 SPx)=y$.

FHEN LT DA R P
o SEREVE: HISR SPO=YS, WUIERIZE B $XS A A0 IE R S i 12

o AEEME: XPTARMUAGE 2 SP(0O=y$ 1 $x$, UERAE AT $x$ A URIE I 5 2 PA—A~/ MR S\tho$ #idk
5% (X EARHIEE W] DA 1 2 I SRR Y Oy 2 B R B IE T ) 5

o BRI BUEE A REMUERA ARG KT $x$ BUAEATE B
FI % B ZHRIE R P (45 Groth16, Sonic, Plonk &%, iX#E WS REMS SE B AL MK UER -
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TRIEMIE X REER G A EREE RN . Bl <25 KT A A 5y T i B OE R PEIE R, Beiksy
ST PAEARFHE S 5 A OL A 52 5 WA ROEEA TR IA AT 5 X ERBEA R . [N, R HRIERA
W PARFRFR T AR RN, KA T4 R ER I AR, 30 vl D I R i T SRR T 42
(IR

3.10 T[IEIETHR

AR R BRI R T AR S MR AN e AR L (ES R A AR EE A SR AR 5
=07 [N, SEEIIESE RO T AT S M IR, FER A KT AR A IE R PEIE], PARRE A &
N XSRS

FEIET R R A R -
L BE VAR $£$ Flf AL i $x$ KIXAIERE P, P IHEE $£(0)8 Hik [al—MH $y$;

2. W5 Sy=f(x)$, A2 P HEES M V UER $y$ MIERAME (— AP HLIERE R =), RIGEAS V #:52
$y$;

3. 2R Sy\neq f(0)$, V RELMR i UERIE L2 $yS.
TESSPRRZ I, AT AETT A P SGE A R AP IR
L i RGN H IR AR HAON R B, B IR TS0 T R BT e ;
2. BFPIEMPATIE , THE M BGE S EEAARRAE B — 41 2R e K R REEE , MR IERPATRYIED] .

ATBSUE TR — R R - FERT RS, B R HIE B R SR A A WA TS e R T B BN T Bk
H O SE T EAR S IR . BRI, PTISIE Sl AR X R G 48, IR UGB B S, R iRt
SRS AERE TS0, QURFIERI AT E8E, PAKBREEEN] A S mOoy P2 AR 0R, Hhaid B e 205
F Bk 5 sk A i Bk T A

3.11 FEENE

[N e — R AP RIE, AT R APTINERE, RSN SRS R . YAPE il id 5%
PSR RIS A B SM2 [FZS B35 Paillier [AZSINE5 . X R VELESRE FAHIR , 248 BB N
W E S PR, R RE 2R LAVR X R P T 19 £ 2 SCIEA T AT SR BRI A S0, R, T
G LI 07 I BRUETT SR S i o

(] S48 P o 0 36 240 B0 8 U SOIIA TS BB, SBC{EL AR R 2 SRk 76 2 1 98 i YAPE SDK 5g i

T2 R A SM2 S SR B T B 2 A 2 AU 6 1

pragma solidity >=0.4.21;

contract Precompiles {

function callBn256Pairing(bytes memory input) public returns (bytes32 result) {

[y
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(% L0
// input is a serialized bytes stream of (al, bl, a2, b2, ..., ak, bk) from.
—(G_1 x G_2)"k

uint256 len = input.length;
require(len % 192 == 0);
assembly {

let memPtr := mload(0x40)

let success := call(gas, 0x08, 0, add(input, 0x20), len, memPtr, 0x20)

switch success
case 0 {

revert (0, 0)
} default {

result mload (memPtr)

N RIZE R A Paillier % SCITARY P4 19 A 201 S 29U 611

pragma solidity >=0.4.21;

contract Precompiles {

function callBn256Pairing (bytes memory input) public returns

// input is a serialized bytes stream of (al, bl, a2, b2
—(G_1 x G_2)"k
uint256 len = input.length;
require(len % 192 == 0);
assembly {
let memPtr := mload(0x40)
let success := call(gas, 0x08, 0, add(input, 0x20),

switch success
case 0 {

revert (0, 0)
} default {

result mload (memPtr)

(bytes32 result) {

, ..., ak, bk) from.

len, memPtr, 0x20)

3.11. AENE
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3.12 FHE &

3.13 BERIE

WA e — R SRR R AR T B T 5. WM ZEA 758, W1 SM2 254 M1 ECDSA %54, , 244 7 iyl
LA AT, TR A AT AR TR, Bl (U R — ARk A —
AR RRA R, R IEREH N EL T B EE . BEL N THESHEL BRI,
LUECE N e

YAPE 3§ SM2 S8 2 535, Hh Hignid &4 (SM2RingVerify) {58 IR A I UEYI G, A2 10 28 7R 22
i@ 1 YAPE SDK 52 i,

pragma solidity >=0.8;

contract Precompiles {
function callSM9Pairing(bytes memory input) public returns (bytes32 result) {
// input is a serialized bytes stream of (al, bl, a2, b2, ..., ak, bk) from.
—(G_1 x G_2)"k

uint256 len = input.length;

require(len % 192 == 0);
assembly {
let memPtr := mload(0x40)
let success := call(gas, 0x08, 0, add(input, 0x20), len, memPtr, 0x20)

switch success
case 0 {

revert (0, 0)
} default {

result := mload (memPtr)

3.14 EXREIE

HAEA R FRERI BA LRI TN REINAE 4, 84 W DMEAR BB BN A RN AR A RN 24 . 1
TEsE EVM SCRFE A RS IE G20 . T gy iR e 24 s i o n G 2R el 1

pragma solidity >=0.8;

contract Precompiles {

function callSM9Pairing (bytes memory input) public returns (bytes32 result) {

[y
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(% L0
// input is a serialized bytes stream of (al, bl, a2, b2, ..., ak, bk) from_
—(G_1 x G_2)"k

uint256 len = input.length;
require(len % 192 == 0);
assembly {

let memPtr := mload(0x40)

let success := call(gas, 0x08, 0, add(input, 0x20), len, memPtr, 0x20)

switch success
case 0 {

revert (0, 0)
} default {

result := mload (memPtr)

3.15 REENEFRBEES

ABEE N R — P T AT R R R B0 5. TERBREMNE P, BT B SIS 4% 0T DA
By — S0, HORREA R SONAE et (4 SCT A BN I AL B EA T AR . o St A
A — 2R R E RS = REET, FEP Tz Renr, QB2 — A A BB Y], %
R — e BN S A O A B [ E R SO i B R, QB TR RO T3 SO
I B SCHAEATAR B o X — 7 REAFRR AT & 0T DAK I 5 B B e = T SR G5 Ry S R L A
3 S FRVEHAD ] R BT

Rfoidy, HRELEA AVFR =07 B Al R — NS AR Y], R B4 FA A WAL ALE ]
—IHE RS, A A RE D AT AT — T WA S A AR 4

PRBR N85 2 BE A L BT T4 1% A 29119 Solidity Library 523

pragma solidity >=0.8;

contract Precompiles {
function callSM9Pairing (bytes memory input) public returns (bytes32 result) {
// input 1s a serialized bytes stream of (al, bl, a2, b2, ..., ak, bk) from.
—(G_1 x G_2)"k
uint256 len = input.length;

require(len % 192 == 0);
assembly {
let memPtr := mload(0x40)
let success := call(gas, 0x08, 0, add(input, 0x20), len, memPtr, 0x20)

(A
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(Fz E70)
switch success
case 0 {
revert (0, 0)
} default {
result := mload (memPtr)
i
}
3
}
3.16 ENXEE
KR I R BT 4 P A 2011 Solidity Library 5231
pragma solidity >=0.8;
contract Precompiles {
function callSM9Pairing(bytes memory input) public returns (bytes32 result) {
// input is a serialized bytes stream of (al, bl, a2, b2, ..., ak, bk) from.

—(G_1 x G_2)"k
uint256 len = input.length;

require(len % 192 == 0);
assembly {
let memPtr := mload(0x40)
let success := call(gas, 0x08, 0, add(input, 0x20), len, memPtr, 0x20)

switch success
case 0 {

revert (0, 0)
} default {

result := mload (memPtr)
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3.17 SM2 YFERBREEE

GMSSL Tiigwi% & 2R HuhE A+ 0x1000 - Ox10FF, S ILHiEE T 256 4>, sm2-verify Hifik >4 0x1002, 0x0000 -
0xO0O0FF reserved for ETH precompiles.

SM2 /2 [ 25 M 5]y Ze s A A, L b A g | 2524 AR B A 4 P, SM2 ARt ERIA 8 FH — 1> 256 LUARe i) 2546k
i 28 2% . SM2RECOVER eI fE_I 2 F DA ACH ) ECRECOVER 4% &4, SM2RECOVER i 4% 1] DA
TRAEARUHER) SM2 2544 B AK Y EIP KUK SM2 %54 . AU S AERT Solidity 4iidgs it A ¢ #F SM2RECOVER
TgmiEE Ly, HITES S G 2R Z5EE PSS (Inline Assembly) i il SM2RECOVER 2. "FHIZ i
P SM2RECOVER Tii 4 1% & 211 & £ AR 1] -

pragma solidity >=0.8;

contract SysContracts {

function sm2verify(string memory spk, bytes memory sig, string memory sdata).
—public view returns (uint8) {
//0-2, public key type, default pem
//2, public key len
//3, sig len
//4-2, public key
//?-2, sig
//?-?2, data

//gas estimatie 156543

//example

/*

ins.sm2verify ("-———- BEGIN PUBLIC KEY-———-— \
—nMFkwEWYHK0ZIzj0CAQYIKoEcz1UBgi0DQgAESqZ81l4sMcy jURbwsPpyw6cEFKaMGw\
—nmIEBwVpMJkr+PB6C7ADg5NBERXQKd jzeNSweTXmVM5J4JZmZFC6MhuPrIg==\n————-— END PUBLIC KEY--—

Pp— ]
— ’

—"0x3045022063CA1B61FESCA093D11297722AC9555BF7CDED24B17C66FF567C9B9F7A94364C022100BBF9
—","The Go appserver can access an array created by the C++ library")
*/

bytes memory pk = bytes (spk);
bytes memory data = bytes(sdata);

uint8 pklen = uint8(pk.length);
uint8 siglen = uint8(sig.length);
uint32 datalen = uint32(data.length);

EET )
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(B L3
bytes memory input = new bytes(pklen + siglen + datalen + 4);
uint32 i;
input [2] = bytesl (pklen);
input [3] = bytesl(siglen);
uint32 offset = 4;
for (i=0;i<pklen;i++) input[offset+i] = pk[i];
offset+= pklen;
for (i=0;i<siglen;i++) input[offset+i] = sig[i];
offset+= siglen;
for (i=0;i<datalen;i++) input[offset+i] = datali];
bytesl[1] memory ret;
assembly{
if iszero(
staticcall (100000, 0x0102, add(input, 32) , mload(input), ret, 1)
) A
invalid()
3
}
//ret = 0: verification successful, ret = 1: verification failed
return uint8 (ret[0]);
}
3
4| —
3.17.1 SRR RS
ins.sm2verify (
M BEGIN PUBLIC KEY————- \
—nMFkwEWYHK0ZIzjO0CAQYIKoEcz1UBgiODQGAESgZ814sMcy JjURbwsPpyw6cFKaMGw\
qnmIEBWVpMJkr+PB6C7ADq5NBERXQdeZeNSweTXmVM5J4JZmZFC6MhuPrIg::\n 77777 END PUBLIC KEY-—-—

——_n
s ,

—"0x3045022063CA1B61FESCAQ093D11297722AC9555BF 7CDED24B17C66FF567CI9BO9F7A94364C022100BBF9

n
",

"The Go appserver can access an array created by the C++ library")

Result: 0 (success)
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3.18 SM3 i HEH %

GMSSL Fiigmid & £ Hotik >4 - 0x1000 - 0x10FF, BALFIRE T 256 4>, sm3-hash #fiik4 0x1003 . 0x0000 - 0xO0FF

reserved for ETH precompiles.

SM3 ey iy ST I [ A AR SR . 5 AUk G 1] NIST 5431119 SHA-1, SHA-256 533K . SM3 it
WA (LA SHA-256 —Hf, 392 256 PUfy (32 5Tl 64 Rkl 747 ), (Hig i 44kt SHA-256
. TEARIERY EVM FERUALSCRF SHA-256 Fiidid 42y, PifEGE EVM Hiin 1 SM3 Sk i ¥ &4, &
SCEAERS Solidity Fifa il A SCRF SM3 FigiiF G2y, INIAES S A 20 5 2o i WIRIL S (Inline Assembly)
KR SM3 &2y, TN IHRIZE R AT SM3 T i A 21 S 2R il 1

pragma solidity >=0.8;

contract SysContracts {
function sm3(string memory data) public view returns (bytes32){
bytes32[1] memory h;
assembly{
if iszero(

staticcall (1000000, 0x0103, add(data, 32) , mload(data), h, 32)

invalid()

}

return h[0];

3.18.1 4 &iARARH

ins.sm3 ("hello world")

Result: '0x44f0061e69fa6fdfc290c494654a05dc0c053da7e5¢c52b84e£93a9d67d3£££88"

3.19 SMO #RiRZLE %

GMSSL Fiighid & 29 iht ) 0x1000 - Ox10FF, RAEFiEE T 256 4, sm9 Hudik >4 0x0109 - 0x0111, 0x0000 -
0xO0O0FF reserved for ETH precompiles.

SMO Jg [H AR R BRI EARIE , o ARAR I . AR AR R Hl A s, SMO ARifE i i — 4
JEFER) BN 12280, HOfERE EVM g 170 SMO il £k i 131 il 2k R IZ T8, S 29mT DU A A
I il R BRIz SR SR AIE ] . AR RSN S LR R

7
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3.19.1 SM9ADD - 0x0109

SMOAA T 1% £ 2 S B SMO IG5 1 e s (8 I, o A PG Bl e s A D S A A, it 2 14
FRRBIT AR . ASSCE VR Solidity Fii R A SCH; SMIAA Fildiid &2y, PHULAES S A 275 2l
&I (Inline Assembly) Aif il SMOAdd 2. "R HiZy i1l SMOAdd i 1% & 29 & £ AU 51 1

pragma solidity >=0.8.1;

contract Precompiles {
function smYadd (string memory x1, string memory yl, string memory x2, string.
—memory y2) public view returns (string memory x, string memory y){
bytes memory input = new bytes (256);
uint32 i;

uint32 offset =0;

bytes memory bxl bytes (x1) ;
bytes memory byl = bytes(yl);
bytes memory bx2 = bytes (x2);

bytes memory by2 = bytes(y2);

//input

//0-64 x1

//64-128 y1

//128-192 x2

//192-256 y2

for (i=0;1<64;i++) input[offset+i] = bxl ; offset +=64;

for (i=0;1<64;i++) input[offset+i] = byl[i]; offset +=64;

Il
o
i
[\

for (i=0;1i<64;i++) input[offset+i] ; offset +=64;

for (i=0;1i<64;i++) input[offset+i]

Il
o

=
N

b

bytes32[4] memory ret32;
assembly{
if iszero(

staticcall (100000, 0x0109, add(input, 32) , mload(input), ret32, 128)

invalid()

bytes memory retl = abi.encodePacked(ret32);
return (string(bytes_slice(retl,0,64)),string(bytes_slice(retl,64,128)));
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SLEARH

ins.sm9%add ("917bed49d159184fbal40£f4dfc5d653464e94£f718fel95b226b3£715829%9e6e768",
"288578d9505d462867a50aceed0eeld43b896e72505bel0e8cedco6b0c945b642b",
"593417680£252445£d0522383e23c77ab54bl1fe222ded4a886eabc26elbbffa3c",
"38e8fc9a8b60£f5balc6cd11£721c117044435a833757d8fee65828511b8b245d")

Result {
'0': '5e4ff71938d96a2569d289dc13d3129fcf3dbcl3ad7ebc53941c6ca331d400ch’,
'1': '10002bca9f0e8aal73ad25456d75¢c57238f7eb1883d8df0a99%af5f46fc450501"

3.19.2 SMO9MUL - 0x0110

SMOMul 54 1% 5 2955 B SMO A [ il & E’Jﬁiﬂ’@%ﬁéﬁf Hof AR — A~ i 4 E’Jﬁi%ﬂéﬁ%ﬂ~/\
uint256 BAFIRIIIRE, %utﬂzsﬂﬁ/\mﬁ@ﬁcfﬁﬂﬁ A, ,\“EI’JWETJJTO ARICE T Solidity Z ¥4 it
SCRF SMOMul Filg i 572y, PR LAE S 5 £ 29 o 2L WIBL 4 (Inline Assembly) i Ji] SMOMul 524, "F
T H I SMOMul 924 13- 29 Y S 24 RS 19 1

pragma solidity >=0.8.1;

contract Precompiles {
function sm9mul (string memory x, string memory y, string memory iv) public view.
—returns (string memory , string memory ) {
bytes memory input = new bytes (192);
uint32 i;
uint32 offset =0;

bytes memory bx = bytes (x);
bytes memory by = bytes(y);
bytes memory biv = bytes (iv);

//input
//0-64 x
//64-128 y
//128-192 iv

for (i=0;1<64;i++) input[offset+i] bx[1]; offset +=64;

by[i]; offset +=64;

for (i=0;1i<64;i++) input[offset+i]

for (i=0;1<64;i++) input[offset+i] biv([i];

bytes32[4] memory ret32;

assembly{

[Cauy
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(€A

if iszero(

staticcall (100000, 0x0110, add(input, 32) , mload(input), ret32, 128)

invalid()

bytes memory retl = abi.encodePacked(ret32);

return (string(bytes_slice(retl,0,64)),string(bytes_slice(retl,64,128)));

SYERARH

ins.sm9mul ("917bed9d159184fbald0£f4dfc5d653464e94£f718fel95b226b3£715829%¢6e768",
"288578d9505d462867a50aceed40eeld43b896e72505bel0e8cedc6b0c945b642b",
"123456789%abcdef00fedcba987654321123456789%9abcdef00fedcbad987654321")

Result {
'0': '997fcff625adbae62566f684£f9e89181713£972c5a9cd9ce6764636761bag87dl",
'1': '8142a28d1bd109501452a649e2d68f012e265460e0c7d3da743fb036eb23b03b’

3.19.3 SM9PAIRING - 0x0111

SMOPairing T4 1% 52955 9 SMO i £k S0 R XS (Pairing) 48:4F, 7T AT B AL 452 Z0 %7 )5
%o AICE R Solidity Zi AR A 3HF SMOPairing Fig 1G4y, N ILAES S A 205 2 i3 WL 4% (Inline
Assembly) I Ji] SMOPairing 524, "N IRi4Y A ] SMOPairing Fil g i £ 21 & £ A LRSI 1

pragma solidity >=0.8.1;

contract Precompiles {
function smYpairing(string memory px, string memory py,string memory twistpx,.
—string memory twistpy) public view returns (bytes32[24] memory ) {
bytes memory input = new bytes (384);
uint32 i;

uint32 offset =0;

bytes memory bxl = bytes (px);

bytes memory byl bytes (py) ;

bytes memory bx2 = bytes (twistpx);

bytes memory by2 = bytes (twistpy);

(AN

1
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for (i=0;1<64;i++) input[offset+i] = bxl[i]; offset +=64;
for (i=0;i<64;i++) input[offset+i] = byl[i]; offset +=64;

for (i=0;1<128;i++) input[offset+i] = bx2[1i]; offset +=128;
for (i=0;1<128;i++) input[offset+i] = by2[il];
bytes32[24] memory ret;

assembly{
if iszero(

staticcall (100000, 0x0111, add(input, 32) , mload(input), ret, 768)

invalid()

return ret;

SLEARARH

ins.sm9%pairing(
"7CBASB19069EE66AATID490413D11846B9BA76DD22567F809CF23B6D964BB265",
"A9760C99CB6F706343FED05637085864958D6C90902ABATD405FBEDF7B781599",

—"74CCC3ACI9C383C60AF083972B96D05CT75F12C8907D128A17ADAFBABSC5A4ACF701092FF4DE89362670C21]

:"
—

—"44B0294AA04290E1524FF3E3DASBCFD432BB64DE3A8040B5B88D1IBSFC86A4EBCLI8CFC4A48FBAFEF37F1E27727
=")

Result {
4e378£fb5561cd0668£906b731ac58fee25738edf09cadc7a29c0abc0177aeabd
28b3404a61908£5d6198815¢c99af1990c8af38655930058c28¢c21bb539ce0000
38bffed40a22d529a0c66124b2c308dac9229912656f62b4dfacfced408e02380fF
a01£f2c8bee81769609462c69c96aa923fd863e209d3ce26dd889b55e2e3873db
67e0e0c2eed7a6993dce28fe9aa2e£56834307860839677£96685£2b44d0911f£
5alael72102e£d95df7338dbc577c66d8d6c15e0a0158c7507228efb078£42a6
1604a3fcfa9783e667ce9fcbl062c2a5¢c6685c316dda62de0548baabba30038b
93634f44fal13af76169f3cc8fbea880adaff8475d5fd28a75deb83c44362b439
b3129a75d31d17194675a1bc56947920898fb£f390a5bf5d931cebcbb3340£66d
4c744e69c4a2e1c8ed72£796d151a17¢ce2325b943260£c460b9£73cb57¢c9014b
8487422330d7936eaball09fa5a7a7181leel6£2438b0aeb2f38£fd5£7554e57a
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aab9f06adeecbad323a7833db202e4e35639d93£a3305af73£f0£071d7d284fcfb
}

3.20 FRFAS IR ETE
3.21 FiRPSFARETT

3.22 T[fgRl X R 5

stateRoot
receiptsRoot:

transactionRoot

3.23 R F N EE

3.23.1 HBPAETR
xt5h RPC 0

register(c: String, user_info: String)

BN P B OPEMER, WERE, KR H AR
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get_user_info(c: String)

A SO ER

RO

gen_cert(c: String, user_info: String)

s CSEH P B6EE (¢ 5 user_info [ HEXT)
 ENEZEA
o T Merkle Tree F1-4E4% 5 %1 Merkle root

revoke(c: String, user_address: Address)

FEBE e 7s P B0 e S

3.23.2 ZRATR
¥4+ RPC #01

verify_cert(address: Address, secret: String)

o PR A
o BUERL S R IER 1
AEsEEDO
revoke(address: Address, tx_hash: H256)
o ¥ event, WF| revoke 1K 5 TR B 1 A E

o Kk tx_hash X B2 G R AAFAEE AT N (CRIRRT5 2E55 8L )
o RRE D B LR S EY

3.23. BT S HEE 35



YAPE X3R$EREFAVTEAESR, Z1ThHRA 0.1

3.23.3 HFIMTR
¥4+ RPC #00

register(addr: Address, user_info: String)

AT SRe e E S

REBER

apply_cert(addr: Address, user_info: String)

X address HEATEAL, MIET R EEAIET (A% RPCiiEK)
request_verify(addr: Address, cert: String)

« MEELIEBIAT AR, S

o BRI T AT 5 S BN

- PR S R A HE W]

o BAMIACH, RERIEHR (KEIEF. address, THNFIEN . R4S
o BRI S E M A I request id £ TR LA

revoke(addr: Address)

REAZE, HEEEZS 0

is_ok(addr: Address)

i) PR A
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